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Introduction

This is the first time that candidates have sat examinations for this unit, which requires them
to explore how current and emerging digital technologies impact on the lives of individuals,
organisations and society. This is an untiered paper that has been specifically designed so
that easier questions are more prevalent earlier in the paper, becoming progressively more
difficult later on. This paper has been designed to be accessible, so that candidates of all
ability ranges will find questions that are both challenging and interesting throughout.
Candidates will find that ‘command words’ are used consistently in the paper to indicate the
type of response expected. It is hoped that candidates will demonstrate the knowledge,
understanding and skills required to be confident users of ICT.

Successful candidates often provided more detailed responses, providing more than just
simple statements, including examples and reasons where expansions or explanations were
required.

In the extended questions, candidates must demonstrate a better understanding of the
requirement to 'discuss' and should note that, where a conclusion is required, it should be

more than a repetition of the points already made.

Candidates should develop their use of subject specific language and avoid giving generic
responses, responding in the context of the question.
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Question 1 (a)

Many candidates’ responses focussed on mark point 1 and 2, the ability of the camcorder to
record videos or take photos. However, some responses failed to gain the mark as they only
referred to ‘recording’, without the exemplification of video or audio. A few candidates
incorrectly assumed ‘camcorder’ referred to the cable that connects the device to the
computer.

Question 1 (d)(i)

Most candidates’ responses were limited to the marks relating to who would have access to
the photographs; ‘less control of who can access them’ or ‘because unknown users could gain
access'. Candidates struggled to develop the consequences of this / why this was a drawback.
Where candidates were able to develop their response, they tended to focus on the invasion
of privacy or the risk of malicious / criminal activity rather than the ability to re-share. A
number of candidates did identify the issues with geo-location features. Common
misconceptions related to sharing images via a social network resulted in issues with image
resolution and sizing, or limits to uploads (more likely a drawback for email attachments).

Question 1 (d)(ii)

Some candidates have the misconception that the social network or the subjects in the
photos own the copyright to Nihal's photographs.

Question 1 (e)(i)

Candidates that achieved both marks answered this question in a variety of ways. They either
identified the correct number of photographs or the correct expression or produced correct,
but inefficient, expressions.

A few still used 1000 rather than 1024. The most common error appeared to be multiplying
by 8 in the process.

Question 1 (e)(iii)

Where candidates failed to gain the mark, they incorrectly identified that the SD card in the
camera stores the camera'’s start up instructions.

Question 1 (e)(iv)

Misconceptions related to reducing the dimensions of the image rather than the file size.
Those with that misconception then went onto identify application software, such as photo
editing software, rather than utility software.
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Question 1 (f)

Many candidates’ responses tended to come from mark point 1 rather than mark point 2. For
those that spoke about the processor producing more heat, they were unable to link it to the
impact of this on the hardware. However, there were a significant number of candidates that
incorrectly reasoned the increased processor speed would affect the image quality (blurry or
shaky because the processor would be too quick), the size of the file created and the impact
on storage capacity. Other misconceptions related to price or requiring a bigger camera.

When a question requires an explaination of a disadvantage (or advantage), candidates
should state the disadvantage (or advantage) and then also give the reason why it is a
disadvantage (or advantage).

(f) Explain one disadvantage of increasing the speed of the camera’s processor.

\/ / ResultsPlus
/"'-'- Examiner Comments

This response gained both marks from the first mark point:

The disadvantage (reduced battery life) is stated. A reason is given, as
'It takes up more power' was enough to imply increased use of energy
by the faster CPU.

\ ResultsPlus

| Examiner Tip

Always give reasons in responses to explain questions.
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Question 1 (g)(i)

Correct responses tended to come from mark points 2, 3 and 5. Some candidates repeated
the characteristic given in the question stem, therefore only giving one additional
characteristic. Many candidates did not seem to understand that flash memory could be re-
written or suggested that it was cheaper rather than more expensive per MiB. Other
responses tended to be too vague, again not exemplifying the response with ‘access’ or ‘per

MiB'.
(g) Flash memory is non-volatile,

(i) State two other characteristics of flash memory.

2 hm o Lﬂw[?‘hmfuhmm H‘Hﬂ. Qf‘lﬂl =1 m[‘{.vf- EE g

y / ResultsPlus

/‘--. Examiner Comments
An example of a response that gained both marks.
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Question 1 (g)(ii)

Candidates did not appear to understand how data is stored on flash memory and spoke in
generic terms of how the device is used and how files are transferred onto the device, rather
than the specifics of the cells being flooded with electrons. Some candidates confused
magnetic and optical storage with solid state / flash. Of those that gained marks, the marks
tended to come from mark point 1, 2 and 4, rather than mark point 3.

(i) Describe how a flash memory device stores data.

\/ / ResultsPlus
/""-'- Examiner Comments

This response gained both marks for 'stores data using electric
charges' and 'that represent binary..."

Question 1 (g)(iii)

Although many candidates recognised that the ‘data is not lost’, they often did not expand on
the link to power to be able to gain the mark. A few candidates confused volatile with non-
volatile.

Question 1 (g)(iv)

Most correctly identified RAM. Where candidates failed to gain marks, they tended to identify
ROM.

Question 1 (h)

Most candidates’ responses focussed on the increased storage capacity of Blu-ray disks
compared to CDs. Where candidates failed to gain the mark, their response was either too
vague (‘faster’) or referred to the type of data being stored (HD files).
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Question 1 (i)

Candidates often gave generic definitions of embedded systems or a generic response, such
as taking a photo. Some candidates did start to consider elements such as the shutter or
light level, but again these were too vague to gain the mark. Where candidates gained marks
it tended to be for mark point 5.
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Question 2 (a)

Many candidates were able to identify that OCR reads text or characters. However, some
responses such as ‘scan form’ were too vague. It was clear that some candidates did not
understand what the acronym OCR (Optical Character Recognition), in this context, stood for
or confused it with OMR, MICR or card readers. Some candidates described what the form
might be used for by the hotel rather than the technology itself.

Question 2 (b)(i)

Most candidates’ responses correctly said that machine access codes are ‘unique’ or
‘universally unique’ or identified the reverse for IP addresses. Candidates would often then
g0 on to repeat this same mark point, rather than make a linked point relating to the
advantage. Few identified the fact that they are hardwired to the network interface card.
Many would suggest it was ‘easier to identify the device on the network’, which was not
enough as it was, in effect, a reword of the question.

Question 2 (b)(ii)

Few candidates scored both marks. Candidates’ responses tended to focus on security issues
and misuse of the network, which were part of the same mark point. Candidates often gave
the generic ‘hackers’ comment. Some candidates did talk about ‘not transmitting to the
correct device’, however some failed to gain this mark when they referenced data being
transferred to ‘users’ rather than ‘devices'. It was rare for candidates to identify mark point 3.

Question 2 (b)(iii)

Common incorrect responses referred to servers and bridges.
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Question 2 (b)(iv)

Candidates showed awareness of the difference of using a network vs dedicated connection
to a printer, but struggled to note a disadvantage of this. Candidates’ responses tended to
refer to people ‘hacking the network through the printer’ or people viewing printouts / data
privacy or ‘sharing bandwidth’ with another device on the network. Those that gained marks
referred to ‘overloading with requests’ or ‘'unauthorised print jobs’, but then didn't get the
second mark for the explanation of this point or how it is a disadvantage.

(iv) Explain one disadvantage of connecting a printer to a network.

~ Pien an bueme  ovenlpadd  with

varioub  dwics  cenneded to

(2)

\/ / ResultsPlus

< Examiner Comments

An example of a 2-mark response

Question 2 (b)(v)

Most candidates correctly linked CAPTCHA tests with its description and Firewall with its
description, gaining two marks. The common misconception occurred with Encryption, where
candidates continue to say it ‘prevents data from being intercepted’. Encryption doesn't
prevent interception, just prevents the data from being read should it be intercepted.
Therefore, the correct description was ‘processes plain text’. When they incorrectly linked
Firewall, candidates tended to link it to ‘prevents data from being intercepted'.
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Question 2 (¢)

Candidates struggled with this question and often repeated the question or were too vague
in their response, for example ‘ensuring fewer bits are transferred’, ‘better user experience’,
‘smoother experience’. Where responses achieved marks, they tended to come from the first
mark point - ‘less buffering’, ‘less lag’, less pausing’, etc. and often repeated this point. Few
candidates gained marks for the second mark point. They would tend to just repeat ‘low
bandwidth’ rather than ‘less bandwidth’ being needed.

(c) Nihal streams a film using a low bandwidth connection.

Explain why reducing the bit rate of the file improves the user experience.
(2)

\{ / ResultsPlus
i Examiner Comments

Candidates often struggled to gain the second mark for a correct
expansion, as shown here.

Question 2 (d)

Most candidates were able define latency. However, some did not then expand on the
reference to low latency or confused low and high latency. A number of candidates were able
to answer in context and referenced synchronisation.

(d) Describe low latency.
(2)

e laknmpy 0 e Dime lakin oy wbt=to o Wiy do be

ed puvyn U covder D Wpe veUNer . Lew la&-c-umj

darebsy g Tme inotamns  owmd 1 raking  bueer o Bromefey.

"rl‘x'--_ —
\( / ResultsPlus
/""‘- Examiner Comments

A common error was to state that low latency causes data to be
transferred more slowly, as in this example.
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(d) Describe low latency.
(2)

............................ l Dwtﬁ{'ﬁwvwmwslassdeio:j/‘fh'lsmf»ﬁfﬁffﬁn+U
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A good example of a two-mark response.

Question 2 (e)(i)

Most candidates provided a response that referred to the second part of the mark point, with
‘passwords’ being the most common. There was a definite lack of understanding as to the
role of a network manager and their responsibility in terms of setting up of user accounts. A
frequent misconception related to the use of ‘encryption’ in this context.

Question 2 (e)(ii)

This question was generally well-answered. Most candidates referred to both parts of mark
point 2, with the ‘cloud’ being the most common location referred to for the second mark.
Few candidates referred to the data being ‘restored’ or ‘retrieved’ from the backup. Where
candidates were not awarded full marks, they often referred to the data (original) being
stored remotely rather than a ‘backup’.

Question 2 (f)

Common incorrect responses were ‘calendar’, ‘milestones’ or ‘GANTT charts'.
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Question 3 (a)(i)

Many candidates’ responses identified two general banking services rather than actual
features of online banking services and therefore were limited to 1 mark. The most common
responses were ‘checking balance’ and ‘payments / transactions / transfers’. Where
candidates gained both marks, they often identified one feature and one general service. For
those that identified features, most identified mark point 1 or mark point 4. Some candidates
confused online banking with online shopping and referred to credit card purchases and
checkout procedures.

3 Nihal uses an online banking service.

(a) (i) List two features of an online banking service,

<& / ResultsPlus
/'--.". Examiner Comments

A response that is too general to gain both marks.

Question 3 (a)(ii)

Correct responses tended to just focus the first mark point - relevant adverts'. Few went on
to relating this to Nihal's past activity / browsing history. For those that did attempt this, they
often talked about ‘cookies’, but failed to develop where these came from so their answer
was too vague. Many candidates misinterpreted the question and answered from Nihal being
part of the organisation using targeted marketing in his business rather than the consumer
being targeted. The other common incorrect response referred to being able to ‘cut
overheads' by not having the cost of renting shops - referring to online shopping.
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Question 3 (d)(i)

Candidates frequently misunderstood the question and referred to people living online, living
in bubbles online, social isolation, lack of social skills, lack of real-life connections, people not
socialising like they used to, fake identities, anonymity and being free to say what you like
online. They failed to recognise that their behaviour online or geo-blocking impacted on
suggestions of people they may be presented with.

Question 3 (d)(ii)

Many candidates did not gain full marks; they were able to identify a negative impact but did
not go on to explain the impact. For example an increase in cyberbullying or misinformation.
Where candidates did gain both marks from a mark point, it tended to be from mark point 3.
However, incorrect responses for this mark point meant it was often linked to health issues
rather than there no longer being a need to travel to access services. A misconception often
highlighted was the increased access to the Internet led to reduced opportunities for social
interaction, but it can often increase such opportunities; it is the face to face element that is
harder.

(i) Explain two other negative impacts of increased access to the Internet.
(4}

1. Inereacsed. risk. of. students becanmng Mohs..d¢....

LeyberbullyLing.. Dus. 5. becawse,. . the.. iokenret. has. made..
At easy. o D e and. share._embarrassing. i ages o,

Qny...pecple..... TVS...[mpacts...nental g ermohenal nell breing, of

2. 408 Pegple.. cngage. in. less. LAYSeal. achulliss. ...
)
A5 the.. intcroet  has.. alloaed., TASES, IKE 2N ..
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A good example of a response that identifies two impact and gives the
appropriate explanation for each.
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Question 3 (e)(i)

Most candidates scored both marks with most responses coming from mark points 1, 2 and
4. Some candidates repeated social networking, which was already identified in the question
stem, and therefore was not awardable. Some responses did not reference types of online
community and suggested that they could contact the hotel direct or friends and family for
advice.

Question 3 (e)(ii)

Candidates often achieved a mark for the first part of mark point 2 or mark point 3. They
then struggled to describe how that would help Nihal evaluate the trustworthiness of the
review. Incorrect responses related to contacting people who have stayed in the hotel
directly. Some also related it to checking the trustworthiness of sources of information in
general rather than the trustworthiness of the review and seeing if they backed it up with
photos or comparing sources rather than reviews.

(i) Describe one way Nihal could evaluate if a review is trustworthy.

12 ot \ookh. ok e kime /aqre .. ok wth YN eview . waS  goskd  to  see.

e iy s. (ecenk o old and teleuank: He  hedd... o\so. \ooh.. QY. uoherber. 1%

s N
B,

\/ / ResultsPlus

/"--.. Examiner Comments
An example of a response that gained both marks, because it relates to
the trustworthiness of the review.
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(i} Describe one way Nihal could evaluate if a review is trustworthy.

' -
ﬂ ResultsPlus
Examiner Comments

An example of a response about checking the trustworthiness of the
hotel, rather than the trustworthiness of the review.
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Question 4 (a)

Candidates often answered this in the context of the impact on working practices rather than
on employment itself. Where candidates’' responses achieved marks, it tended to be for
access to a ‘wider’ or ‘global’ workforce, but did not link this to employment networks
facilitating this opportunity. A few were able to identify the change in the nature of jobs as a
result of the Internet, but often they just talked about more job opportunities being
presented rather than the types of jobs.

Question 4 (b)(i)

Candidates frequently defined cloud storage rather than the drawback of its use or referred
to the cost of hosted storage, especially if more than a basic level is required. Candidates’
responses that gained marks often related to the first part of either mark point, but did not
give adequate justification to get the second mark.

Question 4 (¢)

Many candidates misinterpreted this question and therefore their responses referenced the
use of search engines and how they functioned rather than the use of web browsers. Correct
responses tended to come from mark point 2 or 3. Very few came from mark point 1.

(c) Describe the role of a web browser when accessing a website.

4 / ResultsPlus
/'--.". Examiner Comments

A typical incorrect response that highlights a common misconception:
that a browser's role is to act as a search engine.
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(c) Describe the role of a web browser when accessing a website.

V { ResultsPlus
/'--. Examiner Comments

A response that gained both marks: 'request a web page or website'
and 'from a web server'.

If both marks from MP2 had not already been awarded, then the
second part of the response would also be worth 2 marks: 'converts
the HTML language' and 'to text and images understood by people'.

Question 4 (d)

Candidates clearly show an understanding of what constitutes a strong password and
referred to many of these features. However, they failed to take into account the password
given in the question, for example referring to mixed case not being used, when it was, or it
needing to be at least 8 characters, when it was 9. Some responses were too vague
referencing ‘easily guessed’ which is more a definition of a weak password, rather than a
feature of the password itself. The most common responses were from mark point 1 and 2.
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Question 4 (e)

Candidates were able to define phishing, showing a good understanding of what phishing is
and the harm it can cause. However, this did not answer the question being asked. Few
candidates were awarded both marks. Correct responses often mentioned ‘increased
awareness’ of phishing rather than the increased probability of a user responding.

(e) Explain why phishing messages are sent to many users.
(2)

........ il ) eofe_xe. AU ko {4 Nph\shmgmm%ampﬂ
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\( >4 ResultsPlus
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An example of a response that gained both marks.

(e) Explain why phishing messages are sent to many users.
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Y 4 ResultsPlus
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A typical incorrect response that defines phishing, showing a good
understanding of what phishing is and the harm it can cause, but does
not answer the question.
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Question 4 (f)

Most correct responses tended to come from mark point 1. However, a number of
candidates mentioned the chemicals in batteries, but then did not go on to say that it was
these leaking into the environment that caused the damage. Many mentioned the lack of
recycling, which is incorrect; many places now offer recycling services for batteries. Other
common misconceptions / incorrect responses related to batteries emitting gases or
becoming a fire hazard and exploding.

Question 4 (g)

Banking systems were often described well, but how ICT has helped to protect payment
systems was not fully understood or discussed in depth. Responses tended to be limited to
Level 1 or 2. Few attained Level 3. Candidates would discuss encryption repeatedly in
different forms, which limited attainment, especially as not all necessarily related to the
context of payment systems. Candidates would identify a range of points, but then didn't
discuss them in any detail or didn't have balance in their discussion. Other than encryption,
candidates tended to reference PINs, NFC, OTPs, but not much beyond these. Some
mentioned firewalls, again this didn't necessarily relate to the context. Conclusions tended to
be a simple statement, if present. Candidates’ responses did seem to be more focussed and
organised.
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(g) Discuss how ICT is used to protect payment systems.
(8)
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/‘-—-'. Examiner Comments
Content: Chip and PIN, biometrics, encryption, firewalls, VPNs,
backups - (but this has limited relevance) - There is a range of points
presented, but it is unbalanced and therefore, overall, the content is
Level 2.

Each point of content has been explained in terms of what it does and
how it protects payment systems / payments, providing good evidence
for the Level 3 evidence descriptor

The scenario has not always been addressed (backups / firewalls).
(Level 2.)

The conclusion meets the Level 1 descriptor as it is a simple
statement

The response is organised and flows well, meeting the Level 3 clarity
and organisation descriptor.

Overall, the response meets most Level 2 descriptors and was awarded
5 marks on best fit.
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Question 5 (a)

Correct responses referenced mark points 1 and 4 or mark points 1 and 2 more often than
not. Where candidates limited themselves to one mark, it was as a result of just saying
Internet or Wi-Fi rather than specifying the connection / connectivity required. Many
candidates referred to software requirements, such as an operating system or a web
browser, rather than actual features of a computer.

Question 5 (b)

Many responses related to improving working practices and saving money, rather than the
improvements to communication. Candidates’ responses that were awarded marks often
came from mark points 2 and 4. Few went on to explain the point that they identified.

Question 5 (¢)

Candidates’ responses of referenced ‘visual impairments’ to varying degrees. Where
candidates struggled was then linking this to a configuration within applications software.
Many candidates incorrectly identified hardware to support the disability or
separate/additional software, not a configuration within the software being used. The most
common incorrect response related to ‘text-to-speech'.

(¢) Describe how one disability can be supported by configuring
applications software.

\/ / ResultsPlus
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A response that gains both marks: visual impairments (1) can be
supported by enabling bigger icons (1)

'enabling contrast of themes' would have gained the mark if two were
not already awarded.
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Question 5 (d)

This question was generally answered well. Most popular responses came from mark points
2 and 4. This could be because candidates were describing reasons for updating any type of
software, rather than specifically system software.

Question 5 (e)

Most candidates identified that compression reduced file sizes. Few candidates gained both
marks as they would go onto repeat from the same mark point or suggested the backup was
faster as a consequence, rather than transfer being faster.

Question 5 (f)

Incorrect responses often suggested compression, file management / organisation rather
than defragmentation.

Question 5 (g)

Candidates performed better on this structured response than the one earlier in the paper
with more candidates achieving a high Level 2 or Level 3 response. Good responses tended
to talk about sensors in general, their use within cars (temperature, lights, motion and
proximity sensors, auto driving cars), the implications of their use, both positive and negative,
as well as the ethical considerations. Candidates acknowledged the accuracy and speed of
sensors and how they make drivers aware of their position in relation to obstacles, other cars
and objects; supporting drivers in making safer choices. Many referenced that the sensors
could not make decisions such as choosing between a pedestrian and another car and the
issues arising around faulty sensors, etc. However, it was concerning when some candidates
wrote about the driver being able to sleep or be driven home whilst under the influence of
drugs or alcohol - drivers must be alert and prepared to take over at any point in self-driving
cars. Responses tended to be more balanced and again, focus and organisation has
improved. Conclusions still need to be improved beyond simple statements. Those that
scored highly gave a conclusion that was clearly linked to the discussion given and was well
thought out.
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(g) Discuss the advantages and disadvantages of using sensors to make decisions for
car drivers.

(8)
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/'-—-‘. Examiner Comments

This response provides lots of good content, meeting the content
descriptor for Level 3

y : ( ResultsPlus

The supporting expansions provide good Level 3 evidence

There is a clear link to the scenario (rights of individuals), which has
been addressed clearly. (Level 3)

There is a solid conclusion that links back to the statements already
made. (Level 3)

There is good focus and organistion, with a comparison between the
advantages and disadvantages meetng the Level 3 clarity and
organisation descriptors.
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Paper Summary

Based on their performance on this paper, candidates are offered the following advice:

e Develop the good practice of expanding and explaining answers using examples and
reasons, where more than a simple statement or list is required

e Respond with the context of the question in mind

e Do not repeat responses when more than one example/reason is required

¢ |dentify key words and command words in the question to ensure responses reflect what
the question asks

e When required to give one other example/reason, ensure the response is discrete from
the given example/reason

e Practise a range of extended questions, not just balanced arguments

¢ Allocate time to plan responses to the extended questions
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Grade boundaries

Grade boundaries for this, and all other papers, can be found on the website on this link:

https://qualifications.pearson.com/en/support/support-topics/results-certification/grade-
boundaries.html
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